OPENTEXT ‘ FirstClass

FirstClass 12 API

Introduction

An application programming interface (APIl) is a protocol intended to be used as an interface by
software components to communicate with each other. The FirstClass Web Services server
(FCWS) is a Python implementation of a web server that facilitates access to FirstClass server
data and functionality. The FirstClass web client (or any other web-based client) uses HTML 5.0
to communicate with the FirstClass web server. Requests issued to the FirstClass web server are
translated into the FirstClass-proprietary protocol FCP and sent to the FirstClass server for
processing. The FirstClass server responses are also encapsulated in the FCP protocol, which is
then processed by the FirstClass web server and subsequently sent back to the web client.

The APl is documented and web developers can use this API to create applications that can
present secure, authenticated data within their own applications.
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The FirstClass 12 APl Developer Tool

A developer tool has been created to help web developers understand the APl documentation
and to provide some examples on how to retrieve and parse information returned from an API
call to the FirstClass server.
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Logging In

As mentioned, the current implementation of the API requires an authenticated login. The tool
allows you to choose between a base64 sha 512 hash encrypted or a clear text password. After
clicking the Login button, you will see the following:

1. The URL that is sent to the server along with any POST data that accompanies the request.
2. The data that is returned from the server in its raw JSON form.
3. A sample of how a web developer may wish to parse and display the returned data.

eno ' FCWS Sarver: Wwiw. firstclassdemo.com port: BOOO [ E_

UserlD:
L c -
Pazsword: IZ‘ =) sha 512 hash () Dlear Touxt

Bkt § Meeanw, Tirsbel assdeme. oamn: BODNTReplph SO
Diata Send: S0M=[Togin™
[Pumerid’:“fachme”, a1 Tdigest™: WT Q0 Lw 21827 Tv it Zm L Y2 V1IN PR Y02 R TV mbmsimij [

®°

Cata Recetved

[
TLOGINREPLY™:

“DeskObjID": 0,
“Lastlogin™ 3441353051,
“TedalConnect”™: 630166,
'D«!ilyﬂwli'i:ﬂl'= 853813452,
. wail®: i,
“LinkWersian™ 13,
Loy

erslon™ 1122%,
“PrefBita™ 5256,
SRrwerT L ES5433E,
“Preflytel™: 0, \\-/
“Features”s 2145107639,

“LysCharet”: 45001,

“ServerTime™ 3441353603,

Foaburesd”: 4793391 328,

“RemateSitel 0™ 18240087,

“WebSacketEnablad™: 1,

“LiteMame”; “FirstClass Dema®,

"Dk TapWelD™: "Desk TapDd0000000000000000000

Information f Sample Parsed Data

Lagged in to Sitell: 18840287

Sttt arms FlirstClaiss Damin

T days, 9 hrs, 32 min, 46 secs o
Lask Login: Fri Jan 18 3013 11:24:11 GMT-0830 (PST) \_,_/

Sorver Time: Fri Jan 18 3013 11: 3443 GMT-08DD (PET)H
Daily Hena réenaining: Unlirsited
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The Interface

The tool has a simple interface that allows you to expand and shrink the Data Received and
Information / Sample Parsed Data sections so you can better view the content.

1. Each window has a resizing corner that you can use to increase or reduce the height.

2. You can dismiss the Data Received window entirely by clicking on the collapse button.

This is a toggle so clicking again will expand it back to its previous size.
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Options

A number of different options are available once logged in. An effort has been made to provide
developers with a range of examples that might prove useful if they are trying to incorporate
FirstClass content within their own web applications.

Select an Option

Status Update
Desktop Containers
+ The Pulse
Unread Mail ltems
Today's Events
My Resume

Mew Conference
http:f.l Change Password \=B0C

mo
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Desktop Containers

Selecting Desktop Containers will retrieve and display all containers on the user's desktop. This
starts with the general call to open the user's dektop, fetching everthing that is stored on the
user's home screen This includes items that are invisible to the user. In order to display
containers only, the developer will need to filter the JSON results to only display the containers
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OPENTEXT = FirstClass™
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Post/Get
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People | follow

As mentioned above, retrieving the desktop retrieves everthing that is stored on the user's home
screeen including items that are invisible to the user. To retrieve the People | follow, the
desktop is retrieved and the developer must filter the results to display only people.

- e L-L
& o C #f | fle/localhostiUsersfadminfDropbos /MAM. . <p ﬁ F o % & Lo ﬁ =
FirstClass 12 AP| Developer Tool

8oa [* am Deraioper Toal H

OPEMTEXT | FirstClass™

[;HHIHFMM :] m] v1.1

hikg: £ fwewre Timsiclassaeme. com  BI00/ FCPY Dk T ap0000000000000000000000 A eptohs 150H
Deskiop data ks fiftered afber return te show onlly requested ibems.

WMLITER |

-,

“EHO: =,

“Shortisito™ |
"ot Type™ Q.
“sbType™ O,
‘modlate’; 0,
“wtatua®; 8,
Tocatisay™ 0,
Tacntisnt: 0,
TconlDd® a,
Tstze 0,
“unresdCount™: O

lsfarmation [ Sample Paried Data
Following thin Person
‘ Gettisg hach al il

£l
e
E}'Hl

‘mity Hetdrich

Follcwing this Person
Wy Hirer SEmlus Again
I D

Fallowing thin Peron
dema in HYC

Johini Do

Following this Person
m Locking forwand to a great helideay season
tloria Congeite
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My Watched Items

Similar to other desktop items, to retrieve My Watched Items, the desktop is retrieved and the
developer must filter the results to display only the watched items.
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e FirstClass 12 APl Developer Tool
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“Shartisfo® |
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“wihType™: @,
“moeData™ 0,
“shabes'; 0,
Teentined™: 0,
TomtionH™: 1,
“ienllf; 0,
sz’ 0,
SenmadCount’; &

Infarmation ! Sasple Parsed Data
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My Drafts

Similar to other desktop items, to retrieve My Drafts, the desktop is retrieved and the developer
must filter the results to display only the draft items.
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e — > TR
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Information ¢ Sample Parsed Data
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Ta; Esvity Heidrich

=]

T Seadl Discusshony
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The Pulse

The Pulse returns and displays the current pulse entries for the logged in user.
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[ The Palse m Leg OFF ]

L

Post/Get

Bitps § Fewewy, Firstcl assdema, com: BO00Y FOP TypedFol der=6 TaReplywia 50N

“IE THAFTADROOOAAF1T",

"3 T AFTADFOOOIAF 1",

40 241408,

=517 “2000000,

13017 “Jo Schmo®,

102" 175,

“B0°; “Jo Schmo',

“BOLY": "Looking farward ta FirsiClass 137,
“BAET"; “Jo Schmo”,

BOE": 217S,

D4 TAT B AR

Irfermation 5 Sasple Parsed Dats

N o Schme
&, Looking forward to FirstClass 12
Fri.Jan 18 2013 12:41:51 GMT-0800 (PST)
= o Schmo
Showing Aoife the Pulse
Tha Jan 17 2013 09:20:25 GMT-0800 (PET)
=) Emily Heidrich
=L Share samething with RickIll
Wed Jan 186 2013 13:07:07 GMT-0800 (P5T)
B o Schme
2, Updating Pulse for CCSD
Werd Jan 16 2013 10:25:09 GMT-0800 (P5T)

=y Emily Heidrich

=L This is the pulse

Fri Jan 11 2013 09:34:15 GMT-0890 (PET)
- Asckie Chan
J My first status update here

The Jan 10 2073 08:40: 36 GMT-0800 (PET)
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Unread Mail Items

This Unread Mail Items option will list all of the unread mail items for the currently logged in
user.

Fuagin W[5 AW Bewmloser Toal = : -.TF
“ G i [ file-y/localhost/Users fadminDropbogd. 5 8 B 0 %H B & e =
[ WTMLS 35 QUERY [ Setbngs - Clearbeo. G indexal f [ deovery  [% Dunnothin ® G Other Bookearks
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Unreast Mall mems :
&, 4

Fatp £ v firstol assdemio. com:zBO0K0 FRC PO ypedF ol der=1 B Filter=0xB000 B Ropl yhs 50N

1
5 "Can You Cover My Classes?”,
36 T A FRADROGOAADG",

"3 T 1 FTADFOOOIAADS",
Wl 240138,

y

51 2000000,
“B0A07: "Emily Heddrich™,
BB 2162,

“mbType™: O,
“mnodDate™ 343R14B545,
“status™ IXTHE,
TocationV™: 0,
TocationH™: 0,

“iconlD: 23032,

wime's 1,
SunreadCount’; 1

Information / Senple Parsed Daks

snvwfpurh=svafgpynifgrzb. phz: 2 5hbd@postmaster. twither.com
Jao Schma, complate your Twitter profile today!
Fri Jam 18 2013 05:79:52 GMT-0800 (FST)
Stewart Lynch sshynch@opembext. come
Greetings from OpenText
Thes Jan 03 2013 07:42: 05 GMT-0800 (P5T)

¢ Emily Beidrich

=1L Can You Cover My Classes?
Wed Dpc 12 2002 021726 GUT-0800 (PST)
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Today's Events

Today's Events returns a list of both events and tasks that are scheduled for the current day.

800 Blwn = ["a8t Develaper Tool = W " LL
L2 C & [ fle:f/localhost{Users{admin/Dropbon/... 77| @ & 3 %m Bs @ =
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i

Taday's Lvents q] ‘l

mttas d P, Firstelassclemna, com: S000FFORIT
TypedFolder=21&Date= 20130118 Flags=2&View=day@Replphal SOH

“unreadCount 2

L

“parentid’: wm1mmﬁ$,
Swelrid": “BOOO000 D002 AFE ROOD000000 1C°,
“index": 52,

“objAttributess 0,

“dirAttributes™ 0

7 Aevew Project Progress”,
387 D1FTADFOOOIAESA™,
_i:': TOVIFTADFOOOIAES A,
et 1,

517 “20000000°,

10017 -B5IREBARE,
10027 3600,

“1003% 0,

10047 -B50112896,
10057 3600,

007 1,

1{!1I]"' l'.'l
0117 @,

Iefarmation [ Sample Parsed Data

Revew Project Progress
00 A - 1000 AM

i fPidin.p Laundry
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My Résumé
My Résumé returns the user’'s profile résumé and presents a sample of the retrieved information.

ano BT Lagin ® . [" a8 Developer Tool » & LL

&  C # [ Alefflacalhost/Usersfadmin/Dropbons... 77 | @ & 3 %E Bs @ =
(Gl HTMILS _CS5_MQUERY | Settings - Clearbro. (G indexof | | deevery || Dunnethis % [ Other Bookmarks

R —— FirstClass 12 APl Developer Tool

mttp: i, Tirstolassdemno, com ) B000/ TResume ik Repl yAsISON

“dlientid™: 2175

¥

]
I
AT,
2017 1,
“3001°: “Directar”,
“3007: Fred Myers”,
Y =
“3004°: “OpenText”,
“3008 “Vancouver”,
IO 12,456,785,
“3011°: “555, 886, 9955,
“3017": FirstClasy’,
1Y
“3014°: “Track and Field",
“I0187: “Jaehmedsomenhere. cam’,
2017 =,
T “Skype',
“30197: 1 hawn bewn in the Business for cver 20 years.”,
“MIXI: “eashier,
“JA21": “English’,
"IT: BLANT,
Y =,

Ifarmation [ Sample Parsed Data

Position: Director
Location

|
a;: 2 Wancouver
= " Phone: 128456, TE%
Mobrile: 555.806.9955

ENTE i:chrossomentare, cam
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Status Update

The Status Update is an example of a POST to FirstClass that will update the user’s status and
post to the Pulse. This requires the completion of a field first before submission.
A subsequent retrieval of the pulse will show that the entry has been submitted.

800 g x| [ APt Developer Tool * Yl T _[,E_
€  C f (O fle//localhost/Users/admin/Dropbox/. o B A 0 NN @ W @ =
(G HTMLS_CSSJQUERY | Settings - Clearben. 4y Indexof ;| deovery | Dumnothis  ® [l Grher Bookmarks

FirstClass 12 API Developer Tool
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Stanus Update ;

Status Update: | Looking forward to FirstClass 12 ]

hittp:d fwewew firstclassdemo, com: BOD MRepl yAs JSON"
Data Sent: JSOM={"pulsepast™ Loaking forward ta FirstClass 127

ERROR {

o -
-
(=]

Infarmation / Sample Parsed Data

Mo errer. Action succeeded.

i
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New Conference

The New Conference option is another example of a POST that requires a name and iconlD. This
creates the conference on the user's desktop and displays the resulting container and icon in the
Information window.

800 # | [\ AP Developer Tosl x !'LL
& - C & [ fleflocalhost/Users/admin/Dropboxs.. 77 | @ & 3 %ﬂ E & & =
[C3 HTMLE_CS5_PQUERY || Semtisgs - Clear koo Gy indesef | ') dosvery | | Deencchis ® [ Oteer Bookmaris

FirstClass 12 API Developer Tool
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[ kv Comference 2 m ]
Conference Hame: | Chedk it out
bean ID: | 2B0T1
o
Post/ Get

Bk § Fwrweer, Firate] ischensa, oo B0000 T Replwhs S DH"
Data Sent: JS0H=["oreate”: [Mweblid”: Desk Topl 00000000 DM5M00000°, type": 1, name™: Thedk it
™, ennldr 23071

[Data Beceived

|

TEYMLITEW: |
-
35 “BOODGOG 0003 5155,
"B "CThadk it oul”,
“Biad": 2175,
Shartinfo’: |
“emjType’ 1,
“subType™ 0,
“modDate™: 3441157864,
“satus’ Q,
Snratnn®: A

Irfprmation / Sampls Parsed Data

Confersnce created on Deskicp
-

J?

[ R T
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Change Password

The final example, Change Password is another POST example that requires the old and new
password to be submitted (POSTED) to the server. An error code of 0 indicates that the action
was successful.

& 00 TiTLogin =/ '] #P1 Developer Tool L " l'.L
€ © C # [ file:flocathost/Users/admin/Drophow/ .. oy | 8 & 3 %E B a =

(& HTMLS_CS5_JQUERY ' Semings - Clear bee g Indexal | ] deewery [ Dunnothis % [ Oaher Bookemarks

FirstClass 12 AP| Developer Tool
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Change Fassmord = m

Old Password: | aldpassword |
Hirw Paigward: [ nEwpassaond |

Perst et

htkpe J Fvnns, Tirstel asscemnio. cam = B000U TRaplpALISONT
Data Sent: JS0M=[ changepassword : "ol dpass™: “oldpasswond”, newpass”: ‘newpasnsard )

Information J Sample Parsed Data

No error. Action succeeded,
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Development Tool Files

The development tool consists of a APIDeveloperTool.html file along with the API.js javascript
file that is the core to understanding how the application functions. There is also an images
folder and a supporting CSS file for the presentation of the parsed data along with some
javascript libraries used by API.js to help interpret and present the returned data.

[¢] APIDeveloperToal.html & APIStyles.css

i images -

Gl js 3

@ APIDeveloperTool.html = brand.png

il css [ title-icons.png

il js s

[¢] APIDeveloperTool.html & APLjs

Bl css [ ¢ fcpdefs.js

i images [ # jquery-1.8.3.min.js
& shaS12.js
# webtoolkit.base64.js
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APIDeveloperTool.html

This is the presentation layer that presents the tool to the user in the web browser.

B 068 ™ ap peioper Tool * W) - LL
€ C & [ fley/localhost/Users/admin/Drop.. o B £ S B E W @ 0 =
FirstClass 12 APl Developer Tool

DPENTEXT | FirstClass™

' FEWS Server: WWW.Tirstclassdemo. com Part: 8000 ] v1.1

UseriD:
Password: i@ sha 512 hash () Clear Tt m

Past/ Get

Slatus: Pending

Data Received

‘Waiting for Result

Infermation ! Sample Parsed Data
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images folder

Consists of:

1. The top logo for the html page
2. A 4 image sprite that is used for the Data Received window collapse/expand button

OPENTEXT | FirstClass™

(1)

O
(2)
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CSS File

This is used for both styling and layout. Selectors are arranged by category to assist the
developer in following through the code.
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JavaScript files

There are 5 javascript files included with the tool. The main one is the API.js along with 4
javascript libraries as described below.

¥ s
APljs
fepdefs.js
jguery-1.8.3.min.js
sha512.js
webtoolkit.basetd s
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APl.js

This is the core file to understanding how the development tool works. Using this file along with
the APl documentation, experienced developers should be able to interpret and build their own
rich web applications to retrieve from and modify data on a FirstClass server.

Every attempt has been made to modularize the code into functions so that the developer can
reuse it within their own solutions.

Tnput1®].wal{}
/FCR/Dnsk TopRaanfeaanaeninRaannes Thep 1y

GatlURL ServerAddr IFCRY i Lk LyAEISON"

y
r today - ¥
- Serverdddr

GetURL- Addr i
dataSent 1500={"c pldpass®:" [“2postInputl").vall) = newpass

- pastItems
[postItems

{ '#SentData’ ). homl(Se i dataSent)
createdh] ect (GatURL , data

ol (GatURL]
FEtURL, dataToGet ] ;
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Library javascript files

The 4 library files are included and are required as follows:

e jquery-1.8.3.min.js - Though the tool does call to the Google jquery CDN to retrieve this
library, it is included as a fallback should that not be available.

e sha512.js and webtoolkit.base64.js are used to encrypt the password into a base64
sha512 digest for logging in securely to the server.

o fcpdefs.js - a FirstClass library containing a number of functions and global variables that

can be useful to the developer. In particular, the date parsing functions are used by the
tool.
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